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O NMPOEKTE

Hawa nHuumnatnBa HanpasaeHa Ha ¢popmMUpoBaHMue
AeTanbHOro o63opa poccuincKmx peleHnn AN ynpasieHns
YA3BUMOCTAMMU. Mbl XOTUM NOMOYb B13Hecy BbibpaTb
ONTMMasibHble NHCTPYMEHTbI A1 CBOUX 3aay B 3TOM 06aacTu.

Ha 6a3e nabopatopuun «NHbocucrembl JxxeT» Mbl MPOBOAMM
TeCTUpPOBaHMe AOCTYMNHbIX B Poccun pelennin ans ynpasaeHus
ysi3BMMOCTAMM VB, 6ecnpucTpacTHO 1 NO OTKPbLITOM ANs BCEX
MeToZoNornn. Halum skcnepTbl NoCAeA0BaTENbHO TECTUPYHOT
peLlleHns 1 AensaTcs HOBbIMM pe3yabTaTamu Ha calite. PekomeHayem
MOANMCATbCA Ha PAcCbIKY WAW CNeanTb 3a NyH6AnKaLUAMKY, YTOObI
OCTaBaTbCA B Kypce U3MEHEHW.

UHdocucTeMsl hxer

METOAUKA

Ka>|<p,oe peweHne Mbl npoeBepaan no eJuHoOMy CUeHapmo —
oT O6Hapy)KeHI/IFI yFI3BI/IMOCTeI\/’| 4o q)OpMI/IpOBaHVIFI OoT4HEeTOB
M NHTErpautmnm C ApyruMm CMCTteMamMu 6e3onacHoCTW.

Mbl nogobpanu KpUTEpUM Ha OCHOBE Hallero onbiTa paboTbl

C 3aKazumkamm 13 pasnyHbIx chep AeATenbHOCTN: GUHAHCHI,
TeNeKOMMYHMKaLMK, NPOMbILLIEHHOCTb U rOCYyAapCTBEHHBIN CEKTOP.
Yunum Hawm akcnepTHble oXuaaHuna B 0baactn ynpasaeHus
YyA3BUMOCTSIMM, YTOObI rapaHTUPOBaTb COOTBETCTBMUE pPeLIEHWNN
COBpPeMeHHbIM TpeboBaHMAM K GyHKLMOHany 1 yaobcty

NX NCMONb30BaHMA.



HedyHKumnoHanbHble TpeboBaHUsA

ABTOMaTUUYECKOE OBHOB/IEHNE

6a3bl yA3BUMOCTEN N0 CeTH MpongeHo MpongeHo MpongeHo MpoiaeHo MpoiaeHo
OddnanH-obHOBNEHUSA Ha3bl . . . . .
yA3SEMMOCTEN MponaeHo MponaeHo MponaeHo MpongeHo MpongeHo
OTkporTIi APCTyn k base MpoligeHo MpoiigeHo He npoigeHo MporigeHo MporigeHo
yA3BUMOCTEW
Moasep>Kka areHTCKoro . . . . . be3areHTHas
MponaeHo MponaeHo He nponaeHo MpongeHo He npongeHo
CKaHMPOBaHUA cnctema
[nsa areHTckoro
CKaHMpPOBaHMA
ncnonb3yerca
OTAE/bHbIN
Bo3amoxkHocTb paboThi ¢ MpogyxT MP EDR, EesarenTHas
areHTamu 6e3 ycTaHOBKM YactmuHo HO MOXeT BbITb MpovigeHo He nporigeHo He nporigeHo He nporigeHo cncrema
OTAEe/bHOTO cepBepa yCTaHOBJIEH Ha
OfMH cepBep C
MP VM npu
cooteetcTBUM TTX
cepBepa
Ona
dYHKUMOHMpPOBaH
nsa Tpebyetca
JloHacTpolika
Bo3MOXHOCTb O6HOBAEHMA
o cpeacTBaMu . . RoadMap Q2 . besareHTHas
areHToB BCTPOEHHbIM MponaeHo YactuyHo He nporiaeHo He nponageHo He npongeHo
MEXaHM3MOM NPoYKTa nnatpopmbl. 2026 cnctema
Pabota «u3
KOpobku» B
RoadMap Q2
2026
Moaaepxia PacnpeAc/erHon YcTaHaBaMBaeTcs Ha
YCTaHOBKY MOAYNEV MpongeHo MpongeHo MpongeHo MpoiiaeHo He npoligeHo OAWH XOCT B BUge
(KOMMOHEHTOB) CKaHMpPOBaHWA .
appliance
B Pa3HbIX CErMeHTax cetTu
[nsa mogyna SPC
Moaaep>ka MynbTUA3bIYHOCTM | MpoigeHo YactnuHo B RoadMap Q2 MpongeHo MpoiaeHo MpoiaeHo

2026
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Moaaep>xka o . . o o
He npoiigerHo MponpeHo MpongeHo MpoiaeHo He npoiigero RoadMap 2027
9 MYJIbTUTEHAHTHOCTM pohA PovA pova oA oA P
Ce 0Ba Ce oBa Ce 0
Hanvune ceprudukara 3 pTudunLmposaH 3 pTndunumposaH 3 5 pTnomnLmpos 5
10 MpoviaeHo Has BepcuA MponiaeHo Haa Bepcua 5.x He nponiaeHo MponaeHo aHHasa Bepcua He npongeHo RoadMap Q1 2027
cootsetcTBua ®CTIK
27.2.17150 NG 54
MpucyTtcTBME pelleHns B . . . . .
11 n n n n n
peecTpe oTeuecTBeHHOro MO poijeHo poiaeHo pongeHo pongeHo pongeHo
Mo6unbHbI ckaHep
Ha e nopra oro . o o . .
12 (Mgg:f?ngrop)Tc:;::p; MponaeHo MponaeHo MponaeHo MpongeHo MponageHo
Bo3smoxHo
peann3oBathb C
MOMOLLbIO
Bo3moxxHOCTb MepeHoca
pe3ynbTaToB CKaHMPOBaHUA CKBHUPOBANWA
13 MOBILHOTO caHepa Ha MponaeHo He nponaeHo dainna nor-voweTa MponaeHo MpongeHo He npongeHo
MO6UABHOM
OCHOBHYIO UHCTaNIALMNIO
VNHCTanNALUN.
Vimnopt / akcnopt
B Q2 2026
Hannune dyHkumoHana
o o o Ny Tonbko B .
14 | Bbinycka oT4eTOB B MO6UABHOM | MpoiaeHo MponaeHo MponaeHo MpongeHo MpongeHo
dopmare CSV
cKaHepe
anaBneHMe aKTuBamum
PeannsosaHo
nocTpoeHune
Lenovek aTak, MpucytcTByet
KoTOpble dyHKUMOHan
Mn 7 o o . .
15 OCTPOERVE MHTEPAKTIBHON MponaeHo MponaeHo YactnyHo yHnTeIBaioT He npongeHo rpaga . | He nporigeHo RoadMap Q3 2026
KapTbl ceTn ceTeBytO B3aMMOCBA3eN
CBA3HOCTb ob6bekToB
mMexay Cucrembl
aKTVBamu 1
yA3BMMOCTAMM
o o RoadM 4 . o .
16 | SkcnopT KapTbl ceTu MpoigeHo He npoligeHo 28;6 ap Q He npovigeHo He nponigero He nponaeHo RoadMap Q3 2026
17 CO3AaHVE AUHAMMUECKIX rpynn MpongeHo MpongeHo He npovigeHo MpoiaeHo YactnuHo Hanwune

aKTnBOB

npeaHacTPOeHHbIX
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LAVHAMUYECKNX
rpynn ¢ GuabTpom
no OC

Bo3moxHo
n06aBuTb
KOMMeHTapuit,
18 | Kactommsauus kaptouku aktuea | MNpoingeHo MpongeHo He npovigeHo nnm MpoiaeHo He npoligeHo RoadMap Q3 2026
NPOV3BO/bHbIN
nosb3oBaTeNbCk
nn Ter
CKOPWHT aKTUBOB: pacyeT . . o o o
1 n n H n mn
9 YPOBHA KPUTUUHOCTH poijeHo poiaeHo e npongeHo pongeHo pongeHo
MpucyTtcTByeT
HacTpaviBaeMbli
[Jenynavkaums gaHHbIx 06 . . . . dyHKLMOHaN .
20 n n n H n
SKTMBaX poigeHo poigeHo pongeHo e nporgeHo HoncKa pongeHo
NoAXOAALLEro
aKTuBa
CozpaHmne nNosb30BaTeNbCKMX . . o . .
21 OTMETOK (TEros) Ans aKTMBOB He nponaeHo RoadMap 2026 MponaeHo MponaeHo MpongeHo He npongeHo RoadMap Q3 2026
XpaHeHwue ncro 3MeHe
22 PAHEHNE NCTOPNN NIMEHEHNA MpovigeHo MpovigeHo MpovigeHo He nporigeHo MpovigeHo
aKTuBa
®yHKLMOHAN NaTy- . . o . .
23 H n H H H
MeHeKMeHTa e npongeHo pongeHo e npongeHo e nporgeHo e nporigeHo
Linux — mn
e oo
24 | pelicTBUIA / KOMaH, YactuyHo P MpovigeHo He npovigeHo YactmuHo P He nporigeHo RoadMap Q3 2026
3anycka 3agauu BbINOJIHAEMbIX
BbINOJIHAEMbIX Ha aKTUBax
Ha ckaHMpoBaHWe KOMaHZ
HacrpoDiKa 06I.I.I,MX npaBu U JIOFTMKn cuctemMmbl
CoszgaHve v ynpaBaeHue § § § RoadMap Q2 § §
25 |3ajayamu Ha ycTpaHeHune He nponaeHo RoadMap 2026 MponaeHo He nporiaeHo 2026 MpongeHo MpongeHo
yAa3BUMOCTEW
Ha3HaueHue OTBETCTBEHHbIX RoadMap Q2
26 | ana 3ajaum Ha ycTpaHeHue He npoligeHo RoadMap 2027 MpongeHo He npovigeHo 2026 P MpoiiaeHo He npoligeHo RoadMap Q3 2026
yA3BUMOCTEW
H SLA . . . RoadM 2 o .
27 le'iJ:queeHHm:eYﬂ3B:SZCTe|7| Mpouaero fpoaeno He npovaero 2826 P Mpoitaero He npoiaero RoadMap Q3 2026
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I'Io,q,qep)KKa CKBO3HOro noucka,

28 | bunbTpaL K, COPTUPOBKM MO MpoiigeHo MpoiiseHo MpoviseHo MpoligeHo YactnuHo [JoctyneH nouck
aKTVBaMm 1 yA3BMMOCTAM
ABTOMaTV3auUuA ynpasaeHus
napameTpamu ysa3BrMOoCTH MonHasn
29 | (Hanpumep, nepepacyet MpongeHo MpongeHo He npovigeHo MpoiaeHo YactnyHo aBTOMaTU3aums B
KPWTMYHOCTK, CPOKa, crnocoba RoadMap Q4 2026
ycTpaHeHwusn)
¢YHKI.I,VIOHaJI BU3yasimsauymm U oTHETHOCTU
Busyanuzaums gaHHbIX B BUAE . . o . .
n n H n H
30 HACTPAMBAEMBIX BYIKETOB poigeHo poigeHo e npongeHo ponaeHo e npowvjeHo
BcTpoeHHbIi BcTpoeHHbIn
Busyanuza a e awbopy ¢ awbopa ¢
31 V13yaiv3alivia AanHLIX B BUA MpoligeHo MpovigeHo YactmyHo AaLWoOPA MpovigeHo YactmuHo AALIOOPA
HacTpaviBaeMbIx Aalbopaos BO3MOXHOCTbIO BO3MOXHOCTbIO
dunbTpaLmmn dunbTpaymm
B . . 0 . .
32 03MOXHOCTE CO3AaHNA MponaeHo MponaeHo YactnuHo THeTe! MpongeHo MponageHo
No/Ib30BaTeNbCKUX OTHETOB npeAHacTpoeHsl
Pacnucanve
Bbinyck oTyetoB no Bbinycka or4eTos
33 MpongeHo MpongeHo MpongeHo MpowaeHo MpoiaeHo 3aBUCUT O
pacnucaHmio pong pongeH pongeH pongeH pongeH BUCWUT OT
pacnucaHms
CKaHMpPOBaHUs
PaclwmpeHHas kactommsaums . N, o o .
34 " He npoligeHo MpovigeHo He nporigeHo MporiaeHo He npongeno RoadMap Q4 2026
WHTepdeiica n 06beKToB porA PouA pokA POViA poka pQ
HOAAep)KVIBaeMbIe TUNbl aKTUBOB AJiIA CKaHNPOBaHUA
Moaaep>xka ckaHmpoBaHua OC:
35 | Windows Server, Windows, MpovigeHo MpovigeHo MpovigeHo MporigeHo MpoigeHo
Alma Linux, Ubuntu, Debian
Moaaep>kka CKaHI/IpOBaHVIi! § § § § Alt Linux He
36 |oteuectBeHHbIX OC: Astralinux, |[MponaeHo MponaeHo MponaeHo MpongeHo YactnyHo HOMACDKNBAETCH
Alt Linux, PegOC AAEP
[JoctyneH B
Moaaep>ka ckaHVpoBaHWA pexume «lerrecr.
37 AASP P MpongeHo MpongeHo MpongeHo MpoiiaeHo YactnuHo «AyAWT» ceTeBOro
ceTeBOro 0bopyAoBaHu
obopysoBaHVa B
RoadMap Q3 2026
n . o . . .
38 OAAEPXKE UACHTUGKAL MM MponaeHo MponaeHo MponaeHo MpongeHo MpongeHo

nepudepuitHbIX yCTPOCTB
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(Hanpumep, kamepsl, IP-
TenegoHUs, NPUHTEPBI)

B pexunme
MoaAep>KKa CKaHUPOBaHUA nposepku
39 |CYBA (Hanpwumep, Oracle, MpongeHo MpongeHo MpongeHo MpoiaeHo P He npoligeHo RoadMap Q4 2026
COOTBETCTBUA
PostgreSQL, MSSQL)
CTaHAapTam
Moaaep>Kka ckaHMpOBaHMA
cepsepHoro MO (Hanpumep,
40 |Beb-cepBepbl, CayxObI MpoligeHo MpoiigeHo MpovigeHo MporigeHo MpovigeHo
KaTanoroB, NMoYTOBble cepBepa,
CUCTEMbI BUPTYanusaLmm)
o]
yHKUMOHAN Pa6oTaet
peanzosan 8 CKaHMpoOBaHue
«MobuibHOM T
41 MHBeHTapMB,aU'm / n?MCK MpongeHo MpongeHo He npovigeHo RoadMap Q3 YactnuHo cKanepe». YactnuHo docker u k8s.
YA3BMMOCTEN B KOHTeMHepax 2026 RoadMap Q2
Ayant obpa3oB Ha
2026 yA3BUMOCTMN B
ocHoBHOM VM- RoadMap Q3 2026
peLueHnn
Bo3amo)xHoCcTN UHTEerpayumn
42 :sfwme AOCKYMEHTVPOBAHHOTO MpovigeHo MpovigeHo MpovigeHo MpovigeHo MpovigeHo
Pa3rpaHunyeHune goctyna ans Ha ocrose
43 APl-ktouedt MponaeHo MponaeHo He nporiaeHo MpongeHo ponesou MpongeHo
mMogenm
Hananuve cobctBeHHbIX / BosmoxHo
NocMoTpeTb Yepes
BCTPOEHHbIX CPeACTB .
. o o . . applicance CLI
44 | MOHUTOpPWHra MponaeHo MponaeHo MponaeHo MponageHo He npoigeno .
B Be6-nHTEpdeiice
paboTtocnocobHocTn (Health-
Check) RoadMap Q4 B
2026
Bo3moxHo
BO3MOXHOCTb MHTErpaLmm ¢ peanunsoBatb
o o o o . OTnpaBKa AaHHbIX
45 | cuctemMamMyt MOHUTOpPUHTa MpoigeHo He npoligeHo dyHKUMOHanN MpovigeHo MpoviaeHo MpovigeHo 06 SNMP
paboTocnocobHocTM cpeacTBamm
nnatpopmbl
Moaaep>kka JOMEHHOM
46 | ayTeHTUdMKaLMN 1 MpongeHo MpongeHo MpongeHo MpoiaeHo MpoiaeHo

aBTopusaummn
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WHterpauus c Service Desk / WnrerpaLua ¢ BosmoxHo
47 pau He npoiigeHo RoadMap 2026 MpongeHo He npovigeHo Jira B RoadMap | MpoiigeHo YactnyHo peanv3oBaTb Yepes
ITSM-cnuctemammn
Q2 2026 web-hook
Hactpoiika
WHterpaums ¢ SIEM B vactn S;giii;” Peannsyemo uepes
48 | 0TNpPaBKM COBLITUN CUCTEMBI He npoiigeHo MpoiseHo MpoviseHo MpoligeHo He npoiigeHo yepes applicance
npou3BoAUTCA
VM CLI
cpeacTBaMu
OC/SIEM
®yHKLMOHAN NOAyYeHWs
JaHHbIX 06 aKTMBax m3
CMEXHbIX cucTeM (Hanpumep, 13 . ., o . .
4 n n H n H RoadM 4 202
9 CykBbl KATANIOTOB, CPeabl poigeHo poigeHo e npongeHo ponaeHo e npowvjeHo oadMap Q4 2026
BupTyanmsauum, SIEM-cucremesl,
CMEXHbIX CKaHepOB)
OTnpaBka OMNOBEeLLEHWNI O
cobbiTuAx B Cucrteme
(HanpvmMep, NosiBAEHWE HOBOTO . . o . .

50 . n n n n H RoadM 4 2026
aKTHBA, BAXHOM YA3BUMOCTH Ha pongeHo pongeHo poingeHo pongeHo e nporigeHo oadMap Q
aKTuBe, 0bHoBNeHVe Ha3bl
yA3BMMOCTEN)

YHpaBJIEHVIe CKaHnpoBaHnemMm n yassBmMmocTaMmu
Kactomumzaumsa kaptouku . . o o .

51 H n H n H RoadM 4 2026
JA3BUMOCTU e npongeHo pongeHo e npongeHo pongeHo e nporigeHo oadMap Q
Co3zpgaHmne nosb30BaTeNbCKuX 3 3 3 RoadMap Q2 § §

52 |oTmetoK (Teros) ansa MponaeHo MponaeHo He nporiaeHo 2026 MpongeHo He npongeHo RoadMap Q3 2026
yA3BMMOCTEN

53 | PacnucaHue ckaHpoBaHuii MpovigeHo MpovigeHo MpovigeHo MporigeHo MpoigeHo

o [JoctyneH
Mowck ysa3BmMmocTen 6e3 o
o o o . . TOYEYHbIN peTecT.

54 | noBTOpHOrO CKaHMpOBaHWA MpoiaeHo MpovigeHo He nporigeHo MporiaeHo He npoiigeno Perpo-ckaH B
XOCTOB (peTpo-cKaH) RoadMap Q4 2026
BO3MOXHOCTb MCKNOUUTD aKTUB

55 |u3 ckaHWpoBaHuWA B 3agaHHble | He npoiigeHo RoadMap 2026 MpongeHo He npovigeHo He npoligeHo He npoligeHo RoadMap Q4 2026
BPEMEHHbIE UHTEPBaIbl
Bpytdopc ¢ ncnonbzosaHvem

56 |nosnb3oBaTenbCkUx MpongeHo MpongeHo MpongeHo MpoiiaeHo MpoiaeHo
CMpPaBOYHUKOB
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HacTpoiika npaBua 1 noruku

57 | noantuk / npoduneii MpoiigeHo MpoiiseHo MpoviseHo MpoligeHo MpoligeHo
CKaHUpOBaHUA
Bo3moxHOCTb ncnonb3oBaHua
HEeCKOJIbKMX Y3 pa3Horo tmna B . . o o o
58 . n n Il Mn H RoadM 4 2026
oaHO 3azaue ¢ poiiaeHo poiiaeHo poiigeHo pongeHo e npogeHo oadMap Q
aBTOMaTUYeCKMM Nog60pOM
MpoBepka AOCTYMHOCTU XOCTa . o o . .
n n Il H n
59 BO CKAHMPOBAHNA poungeHo pongeHo poviaeHo e npongeHo poviaeHo
MpoBepka y4YeTHbIX 3anucert Ao . . . RoadMap Q3 . .
n n H Mn H RoadM 202
60 CKAHMPOBAHMA poungeHo pounaeHo e nponaeHo 2026 poviaeHo e npongeHo oadMap Q3 2026
KnoHunpoBaHue 3agaun . N, N o .
61 n n n n n
CKaHUpOBaHYS poiiaeHo poiiaeHo poiiaeHo poiiaeHo poiiaeHo
KnoHuposaHve npoduns / . N, N o .
62 n n n n n
NOAMTAKY CKAHUPOBaHMA poiiaeHo poiiaeHo poiiaeHo poiiaeHo poiiaeHo
OtobpaxkeHune nporpecca
63 | ckaHMpPOBaHWSA B peasbHOM MpovigeHo MpovigeHo MpovigeHo MpovigeHo MporigeHo
BpeMeHun
64 | MNaysa 3agayun ckaHUpPOBaHWs MpovigeHo MpovigeHo MpovigeHo MpovigeHo He nporigeHo RoadMap Q3 2026
Bce ncknroueHua
MOXHO
A06aBnsATh B
OTueThbI Npu
nomotuy PDQL- Mopsep>xxmBaeT ,CI,o6aBnean€
. ca fobasneHve VCKIFOUEH NI Ans
[JlobasneHne NckAYeHUn ans 3anpocos. B o . o . o
65 o YactuyHo MponaeHo YactnyHo NCKNHOYEHWI MpongeHo He npongeHo yassumocten n MO
yassumocten u MO npodune
ans B pexume blackbox
ckanuposanua A3BMMOCTEN npucytcreyet
ecTb ¥ yrerey
BO3MOXHOCTb
ncknovatb MO n3
ayauTa
BeseHwve n oTobpaxeHne
66 | naeHTUdMKaTOpPOB yA3BUMOCTel | MpoligeHo MpongeHo MpongeHo MpoiiaeHo MpoiaeHo
(CVE, bAY, CWE)
67 |Moapepxka CVSS Bepcum 2 MpongeHo MpongeHo MpongeHo MpoiiaeHo MpoiaeHo
68 | Moapepxka CVSS Bepcum 3 MpongeHo MpongeHo MpongeHo MpoiiaeHo MpoiaeHo
69 |Moapepxka CVSS Bepcum 4 He npoiigeHo RoadMap 2026 MpongeHo He npovigeHo MpoiaeHo MpoiaeHo
10
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[obaBneHne cobcTBeHHOM

NPOBEpKM yA3BUMOCTel] He npoiigeHo RoadMap 2026 MpoiiseHo MpoviseHo MpoligeHo He npoiiaeHo RoadMap Q2 2026

Peanusyetcs ¢
MpongeHo nomouysto PDQL- | MpoiigeHo MpongeHo MpoiaeHo MpoiaeHo
3anpocos

HactpanBaeMbiii CKOpUHT

7 .
ya3BUMOCTEW

BcTpoeHHbIN pacyet
BEPOATHOCTM TOrO, UTO
72 | ya3BuMOCTb byaet He npoligeHo MpovigeHo MpovigeHo MpovigeHo MpovigeHo
MCNob30BaHa B peanbHbIX
aTakax

OtobpaxeHve nHpopmaumm o
73 | Hannumm akcnaonTa Ans MpoligeHo MpoiigeHo MpovigeHo MpovigeHo MpovigeHo
YA3BMMOCTU

MyTe yCTaHoBKM yA3BAMON MpoligeHo MpovigeHo He npoiigeHo He nporigeHo RoadMap Q2

74 CyLLHOCTN 2026

He nporigeHo RoadMap Q3 2026

CCbINIKU Ha BHELLHVE CEPBUCHI B
75 | kaptouke yszsumoctu (NVD, MpovigeHo MpovigeHo MpovigeHo MpovigeHo MpovigeHo
Exploit-DB, BAY ®CT3K)

PekoMeHAaL M Mo yCTpaHeHnto
YA3BMMOCTW Ha OCHOBE
BbISIBIEHHbIX YSA3BUMOCTEN OT
®CTIK

76 MpovigeHo MpovigeHo MpovigeHo MpovigeHo MpovigeHo

PeKOMeHﬂ,aLI,I/II/I no yCcTpaHeHno
yFIBBVIMOCTI/I Ha OCHOBe
BbIABJIEHHbIX yHBBVIMOCTel‘/‘I oT
HKLIKM

77 MpovigeHo MpovigeHo MpovigeHo He nporigeHo He nporigeHo RoadMap Q3 2026

PacueT KpUTMYHOCTM
78 | ya3BMMOCTU NO METOAMKE MpovigeHo MpovigeHo He npovigeHo MporigeHo MpoigeHo
®CTIK

Mopaep>xmBaeTcs
ana Windows

He npoligeHo YactmuHo [ns Linux — B He npovigeHo MporigeHo He npoligeHo RoadMap Q3 2026
RoadMap Q3
2026

MpoBepka obHoOBAeHWI No BAY

” ®CTIK

B cucteme goctynHa
MpongeHo MpongeHo MpongeHo MpoiiaeHo YactnuHo nonyaspHOCTb
YA3BUMOCTU

OtobpaxeHne nHbopmaumm o
TPEHAO0BOCTU YA3BUMOCTU

80
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OueHKa COOTBETCTBUA

lMpoBepka akTMBOB Ha
COOTBETCTBME

81 | npesycTaHOB/NEHHbBIM MpoiiseHo MpoviseHo MpoviseHo MpoligeHo MpoligeHo
cTaHaapTam 6e3onacHon
KoHurypauum
Hannume koHcTpykTOpa ANA RoadMap Q4
82 | co3saHMA Nob30BaTENbCKUX MpongeHo MpongeHo He npovigeHo He npoiigerHo 2026 P He npoligerHo RoadMap Q4 2026
TpeboBaHW K KOHPUTrypaLmam
Hannune pekomeHgauuii no
83 | ncnpasneHuto HecooteetcTBUI | MpoligeHo MpongeHo MpongeHo MpoiaeHo MpoiaeHo
KOHUrypauumn
PeanunsosaHo B
BegeHvie uctopumm oueHku . . . . Buae .
84 cooTBETCTBAR MponaeHo MponaeHo He nponaeHo MpongeHo HACTPaMBAEMOr MponageHo
0 BUAXeTa
Peanusyetcs B Peannsyetcs B
BcTpoeHHble MexaHW3MbI Peanusyetcs ¢ Bune Buze
85 | cpaBHeHUA pe3ynbTaToB oueHkM | [ponaeHo nomotybto PDQL- | MpongeHo HacTpameaemoro He nponiaeHo MpongeHo HACTPauBaEMOr He npongeHo RoadMap Q2 2026
COOTBETCTBUA 3anpocos
and. oTyeta 0 BUAXeTa
CKaHVIPOBaHVIe Be6-pecypcoa
Bo3moxHoCTb ayTeHTUdUKaLnm
B Beb-npunoxeHmn (cookie, . . RoadMap Q2 . . RoadMap Q4 .
86 JIOTMH-NApOb, 3arONOBKM 1 VX MponaeHo He nponaeHo 2026 MponaeHo He npongeHo 2026 MpongeHo
3HauYeHuns)
CkaHUpoOBaHVe B pexnme . . RoadMap Q3-Q4 " . RoadMap Q4 .
87 NOMCKa NOAAOMEHOB He nponaeHo He nponaeHo 2026 MponaeHo He npongeHo 2026 He npongeHo RoadMap Q4 2026
®yHKUMOHaN
peanunsoBaH B
Mounck cKpbITbIX Parinos u . . RoadMap Q2 o «Moburbrom .
88 MponaeHo He nporaeHo MponaeHo YactnyHo cKaHepe». MpongeHo
nanok Ha cepsepe 2026
RoadMap Q2 B
ocHoBHOM VM-
peLueHmn
CkaHMpoBaHue B pexunme . o N, . RoadMap Q4 .
89 UMUTALIM aTaK MponaeHo MponaeHo MponaeHo He npoingeHo 2026 MponageHo
O6HapyxeHune ya3BUMOCTel . . . . RoadMap Q4 .
20 kateropui Injection (SQL- MponaeHo MponaeHo MponaeHo He npongeHo 2026 MpongeHo
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WNHBEKLWW, 3arpy3ka daitnos,
Code-uHbekunm)
O6HapyxeHune ya3BUMOCTel
Py y o o o o RoadMap Q4 .
91 | ayteHTUdwMKaLmu, aBTopusaumm | MNpongeHo MponaeHo MponaeHo He npongeHo 2026 MpongeHo
n ceccum (CSRF) B Beb-pecypcax
DyHKLMOHaN
ObHapy>KeHVe KAVEHTCKUX 1 peann3oBsaH B
6pay3epHbIX y3BUMOCTEN «MobuibHOM
92 | (Client-Side Attacks, cookie MpoligeHo MpoiigeHo MpovigeHo YactnyHo cKaHepe». MpovigeHo
issues, security headers, RoadMap Q2 B
memory safety issues) ocHoBHOM VM
pelieHun
®yHKLMOHanN
peann3oBaH B
ObHapy>eHve ya3BMMOCTel «MobuibHOM
93 | tuna «Cryptographic MpoligeHo MpovigeHo MpovigeHo YactnuHo cKaHepe». MporigeHo
Weaknesses» RoadMap Q2 B
ocHosHOM VM
peLueHnn
QyHKLNOHaN
peann3oBaH B
. «MobuibHOM
ObHapy>XeHve ya3BMMOCTeN . . . o
94 : . MpovigeHo MpovigeHo MpovigeHo YactnyHo cKaHepe». MponageHo
tna «Information Disclosure»
RoadMap Q2 B
ocHoBHOM VM
peLueHnn
Be3sonacHocTb
Hanunune Hactpansaemoim . . N, . .
95 M P MponaeHo MponaeHo MponaeHo MpongeHo MpongeHo
poneBow mogem
BO3MOXHOCTb HaCTPONKHM
napo/ibHOW MONUTUKW:
OrtcyTcTBYeT OrtcyTcTBYyeT
- HacTpavBaemMas CI0XKHOCTb OrtcyTcTByeT
BO3MOXHOCTb BO3MOXHOCTb
naposs (byksbl, Lndpsl, N . BO3MOXHOCTb
o HacTpoiikn . HacTpoliku o
96 | 3arnaBHble, CMeLCUMBOIbI) MpoigeHo YactnuHo MpovigeHo YactnuHo YactnuHo HacTpoliKu ncropum
UCTopun paHee NcTopun paHee
- UCTOPUSA paHee 3afaHHbIX paHee 3afjaHHbIX
. 3af,aHHbIX 3af,aHHbIX N
naposnen . . naposnen
. naposnen naposen
- MUHVMMabHaA ANWHa naponen
- BPeM# XMW3HW napons
97 MexaHn3Mbl 6N10KMPOBKM Mpoi Mpoi Moot Mboii Moos
o OAEeHO OAEHO onAeHo oifeHo oifeHo
YYETHbIX 3anvceit nocsie PovA povA povA povA povA
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N2
rn/n

98

29

100

101

102

KPUTEPUIA

HECKO/IbKNX HeyAaYHbIX
NOonbITOK BXOAa

LLindppoBaHne KpUTUUHbIX
JAaHHbIX (B TOM umncne ¢
ncrnonb3oBaHnemM
MoJIb30BaTENbCKMX KAOYei
wndposaHma)

Co3paHune n BOCCTaHOB/IEHME 13
pe3epBHOM KOMWN CUCTEMDI

CkopocTb A0baBNeHNA HOBbIX
ys3BMMOCTeN B basy
YA3BMMOCTEW peLleHuns: Bpems
MeXzay NosBAeHNeM HOBOM
YA3BMMOCTM B NMybHANYHbIX Ba3ax
(Hanpumep, NVD, BA1Y ®CT3K) u
eé pobaBneHveM B ckaHep

Hactpolika nHTeHcmBHOCTM
(ckopocTH) ckaHMpPOBaHWA B
Be6-nHTepdeiice

Bo3moxHocTb BbiboOpa
HEeCKOJIbKUX MOAyNel
(KOMNOHEHTOB) CKaHWpPOBaHUA
Ha OAHY 3ajauy

NHpocucremnr [xer

MAXPATROL

VMV 2.8 NMPUMEYAHUE
(27.3)
Mcnonb3yeTtca
npoueaypHo
YactuyHo creHepupoBaHHbl
n KnroYy npum
ycTaHoBKe
MpoliaeHo
MeHee 24
Yacos
MpovigeHo
MpovigeHo
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MpongeHo

YactmuHo
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MpongeHo

MpousBoauTensHocTb U 3¢ PeKTUBHOCTD

MpumepHo 48 yacos

MpovigeHo

MpovigeHo

MeHee 12 yacos

MporigeHo

He nporigeHo

Bpewms
fobaBneHus
HOBBbIX
yA3BMMOCTEN B
Cncremy
3aBUCUT OT
MCNosb3yeMblx
B Cnucreme
CKaHepoB
(MHCTPYMEHTOB)

MeHee 24
yacos

He nporigeHo

He nporigeHo

NMPUMEYAHUE

VMcnonbsyetca
npouesypHo
creHepupoBaHH
bl K04 NpWt
yCTaHOBKe

B kauecTtBe
XpaHuauia
63kanos
LOMKHO
MCNONb30BaThCA
S3

RoadMap Q4
2026

JE

ALPHASENCE
V. 4.57.08.04 MIPUMESAHIE
Mcnonb3yetca
NONHOANCKOBOE
YacTuno wndposaHue ¢
npotieaypHo
CreHeppoBaHHbIM
KOUYOM
MpovigeHo

[o 72 yacos

MpovigeHo

Cunnamu BeHzopa
BO3MOXHa
peanvsaums
reopacnpeseneHHo
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HEeCKOJIbKMMMU

MOAY MU
CKaHUpOBaHMWs

He npoligeHo
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